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Abstract: Ethernet OAM (Operation, Administration, and Maintenance) describes the monitoring of
Layer 2 network operation by network operators. OAM is a set of functions that enables detection
of network faults and measurement of network performance, as well as distribution of fault-related
information. In this paper we will present a novel network automation framework developed inhouse by GRNET NOC that configures and monitors Ethernet OAM over GRNET’s provisioned Layer
2 services.
Ethernet Operations, Administration, and Maintenance (OAM) has become an indispensable tool
that provides Network Operators and network management software a way to monitor the Layer 2
services and service parameters being offered. Operating independent of the actual Ethernet
transport and the control plane of the service, Ethernet OAM provides information about the data
path over which the service is carried. In that sense actual fault detection is being carried out by
periodically sending connectivity fault measurement (CFM) messages along an end-to-end path of
an Ethernet network.
The layered approach, supported by Ethernet OAM, allows for a more complex design in which the
details of the end-to-end service layer are not exposed to the lower Ethernet Virtual Circuit
(EVC/L2VPN) service layer. On the other hand nodes participating in the L2VPN service layer act as
indicators for the upper layer allowing for a more fine grained monitoring. In that way if a defect, eg
a network function not working as expected, continues to occur over a configurable time, a device
considers the recurring defect a failure and thus raises an alarm.
Implementation of Ethernet OAM, as defined by MEF 17 technical specification [1], comes in two
flavors: IEEE 802.1ag [2] and ITU-T Y.1731 [3]. By merging the two standards together, the
network is able of detecting faults along an end-to-end path of the Ethernet network while also
providing performance measurements that monitor the following service attributes, Availability,
Frame Delay, Frame Delay Variation (“Jitter”) and Frame Loss both on the end-to-end service path
and on the L2VPN carried within the MPLS network.
GRNET’s network presents an ideal platform for the deployment of Ethernet OAM. The network
architecture is a discrete 3-tiered design in which the access layer provides (only) Ethernet
connectivity to Greek Universities and Academic institutions, the Backbone Carrier Network is a full

MPLS enabled cloud over which a number of L2VPNs carry customer traffic, while the IP layer is
responsible for delivering IP connectivity and in doing so implements on of the end points of
Ethernet OAM.
GRNET (Greek Research and Technology Network) provides Internet connectivity and services to
the Greek Universities and academic and research institutes. GRNET maintains points-of-presence
in all major Greek cities (approximately 40) and leases dark fiber across the country for its
backbone and access network.
GRNET’s network architecture allows for the provisioning of Layer 2 services (MPLS and Ethernet)
as depicted in the following figure.

Layer 2 services are vastly deployed in order to provide IP connectivity to GRNET’s clients along
with point-to-point VPNs between them. However, we soon realized that monitoring at the
interface level using traditional monitoring techniques such as interface status monitoring via
SNMP, eg. Nagios, Icinga, Cacti, etc, proved to be inadequate. Thus, driven by the need to provide
verification, monitoring, troubleshooting and service assurance for our Layer 2 services we
developed an open-source network automation framework that primarily allows for provisioning
of Ethernet OAM across our carrier network. The framework detects in an automated manner all
the existing and new L2 services (MPLS and Ethernet segments). This is assisted by a network
topology discovery tool that has a near real-time view of the provisioned Layer 2 services. During
bootstrapping, the framework generates a set of proposed CFM setups that can either be applied in
an automated or in a managed manner. In the latter case, a web UI is used by the network
administrators to select the desired setup which is then applied to the network via NETCONF [4].
The novelty of the platform, however, is the automated way of provisioning Ethernet OAM. The
platform has knowledge of the network and its active Layer 2 services. The source of information
stems from a path-finding algorithm based on LLDP combined with the network devices VLAN
inventory and the MPLS VPN index. This allows for automatically applying Ethernet OAM
configuration via NETCONF per service to all devices that the service transits or terminates. Upon
OAM CFM configuration application, a component of the framework initiates monitoring of the
services via NETCONF. The average time to obtain all OAM statistics per run from 35 devices that
provision approximately 230 VPNs is in the order of 60 seconds using the Python Threading

module with 6 workers. The results can, then, be fed into corresponding rrd files or they can be
stored in a database. To keep track of the existing configuration, the framework performs regular
reconciliation on OAM and generates validity reports. The platform provides APIs for monitoring
systems (Icinga, Nagios) or can act as a standalone monitoring tool.
The platform has been developed in Python, makes extensive usage of the Python NETCONF library
(ncclient) [5] and will be released in public as an open source project by GRNET NOC.
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